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Starting out with Keeping Your Child Safe Online 
 

Your child is at danger of accessing inappropriate content when they are using their devices without 
appropriate filtering or monitoring in place. At school, Cyberhound (our school web filtering service) will 
prevent any students accessing inappropriate material through our school network; however, this is only 
effective for devices that are connected to our wireless network. 

In order to give the best protection possible, plus give you some ability to monitor what your child is 
accessing and for how long, parents are encouraged to do the following: 

 

 

Create a contract with your child  
• Make sure it covers both use of devices and access to the internet 

(particularly social media use) 
• Make it with them, not for them 
• Check out pages 9,10 and 11 for examples 

 
 

Install web filtering software or an appropriate router for your 
home WiFi 
• This helps you monitor and set limits for screen time 
• It lets you block internet sites of your choosing 
• It prevents access to pornography or other dangerous sites 
• Circle Home Plus is a really good starting device 
• Gryphon is also another good device to use 

 
 

Install a parental control app on both yours and your child’s 
devices 
• You want the app to help you: 
 Filter inappropriate content 
 Ensure they can browse the internet safely 
 Monitor and limit screen time 
 Block inappropriate app downloads or purchases 
 Ensure that your child is sending and receiving safe text and instant 

messages 
 Monitor and manage social media use 

• Check out our recommended apps on page 4 
 
 

Stay informed about current trends and issues 
• Have a regular conversation with your son or daughter about their 

internet and device use 
• Connect with National Online Safety, which has formed a partnership 

with Seaview (see page 2) 
 

https://meetcircle.com/products/circle-home-plus-parental-controls
https://gryphonconnect.com/


Staying Up To Date 
 

Staying informed is key as a parent! With new apps coming on the market all the time, and new ways 

for students to communicate or access inappropriate content, it is strongly recommended that you set 

aside 15 minutes a week to read through the latest information and support for parents. 

 

Here are the top 3 sites for parents that we recommend: 

1. National Online Safety (Seaview Partner) 

www.nationalonlinesafety.com  

- Offers advice and guides for parents (covering topics 

such as online bullying, social media platforms, gaming 

etc), as well as short “Explainer Videos” to help you 

understand more 

- Free, but will need to sign up to access downloadable 

content (see below for how to register) 

- Specifically designed for use with school students 

- Offers an app for smartphones with more info 

- To enrol as a Seaview parent, go to https://nationalonlinesafety.com/enrol/seaview-high-school  

 

 

2. Internet Safe Education (based in Australia, in partnership 

with Seaview) 

www.internetsafeeducation.com  

- Free, option to sign up to receive email alerts and free 

downloadable documents 

- Offers articles about online safety (under “Blog”), online courses 

for parents and students and handbooks for parents (under 

“Resources”) 

- Relevant to Australian context 

 

3. Smart Social (based out of the US) 

www.smartsocial.com  

- Free to join, offers lots of downloadable content 

and free online webinars for parents who sign up 

(also free) 

- Offers an app for smartphones with more info and 

regular updates 

 

http://www.nationalonlinesafety.com/
https://nationalonlinesafety.com/enrol/seaview-high-school
http://www.internetsafeeducation.com/
http://www.smartsocial.com/


Common Ways Children Try To Hide What They Are Doing Online 

 

Unfortunately, there is a lot of information on the internet that teenagers can access which helps them try to hide 

what they are doing online. 

 

1. Using free WiFi 

• Public places (such as libraries, McDonald’s, Westfield and even On The Run service 

stations) often offer free WiFi. 

• If you have not set up a parental control app on your child’s device, they could 

potentially use free WiFi to avoid being tracked on your home network. 

 

2. Using a VPN (Virtual Private Network) 

• A VPN can be very useful for adults to have on their devices, as it can protect vital information (such as 

credit card details, passwords and usernames). However on a child’s device it is probably not needed 

(if you have set up parental control apps and make sure that they cannot make purchases where they 

have to manually enter credit card or bank details on their device). This is 

because a VPN: 

i. Can hide their browsing history so you won’t be able to see what they 

were looking at. 

ii. May allow them to bypass filtering restrictions you have put in place. 

iii. Can hide their IP address and location, meaning you will not be able to 

use certain settings which let you know where your child is. 

 

3. Hotspotting off a friends device 

• Smart phones have the ability to act as a mobile WiFi network 

• If you have not set up parental control apps, this may allow them to access 

inappropriate content without you knowing 

 

 

4. Having a second device 

• This can be very common if part of your contract or expectation is that 

they have to hand their phone in at night 

• Turning off WiFi access at home overnight can help to stop this 

problem, as the second phone cannot access the internet unless they 

are paying for mobile data themselves 

 

 

5. Using “Private Browsing” or “Incognito Browsing” 

• This function in safari or chrome is designed to protect sensitive information like 

passwords and usernames, as the search history is not saved 

• If you happen to notice that their search history is almost non existent, it may 

indicate that they are using these options (or have a second device) 

 

 

6. Have fake “Parent Friendly” social media accounts 

• Teenagers often set up one account which they let their parents “friend” and 

see, but actually use a secret account for the majority of their social media 

• Parental control apps will help you identify is this is the case as the alerts you 

will get won’t match what you see on their profile. 



Best Apps to Monitor and Support Mobile Device Use for Parents 

Please note, some of the below will require installation of a Mobile Device Management (MDM) certificate, which will not be compatible with devices that 

students need to connect to our Seaview School Network. Please check that the below option will be suitable for your family and lifestyle before purchasing. 

Seaview accepts no responsibility for purchases which conflict with our own MDM software, this information is provided as a guide only. 

These apps are designed for parents to be able to monitor and manage mobile devices. Most of them work by installing the app on your device, and then 

installing it on your child’s device and linking them. 
 

App Name App Logo Approx. Cost Pros Cons See in 
Action 

Bark 
(Parental Control App 

– Famisafe) 
Best for Social Media 

Monitoring 
 

7 Day Free Trial 
Then $245/year for 
premium (junior 
not recommended) 

- Also offers a dedicated phone you can purchase 
- Manage screen time 
- Track live location of your child 
- Monitors emails, text messages, photos and social 

media apps and alerts you of inappropriate posts or 
pictures 

- Expensive 
- Can get a lot of alerts 
- Only works on mobile devices 

(not laptops etc) 

Click Here 

Qustodio 
 

Most comprehensive 

 

5 Day Free Trial 
Then $82.95/year 
for 5 devices 
Or $145.95/year for 
10 devices 

- Real time internet filtering that blocks inappropriate 
content (even in private browsing mode) 

- Manage screen time and set time limits for apps 
- Panic button which instantly alerts parents and 

shares the child’s location 
- Alerts relating to trying to access blocked sites 

- Requires an MDM (only an issue 
if there are using the device on 
our school network) 

- Not always compatible with 
antivirus software (only an issue 
for laptops usually) 

Click Here 

Net-Nanny 
 

Best for real time 
monitoring 

 

Free for use with 
one laptop 
or $54.99/year for 
5 devices 

- Allows you to block access to specific websites and 
apps, and set screen time limits 

- Remote time out feature allows you to shut off 
internet access on the device instantly 

- Extensive and proven illicit content filtering for web 
searches 

- Location tracking is inbuilt, and can monitor social 
media content 

- Time consuming and a little 
challenging to get set up initially 

- No text monitoring on phones 
Click Here 

Google 
Family Link 

 
Best for your budget 

 

Free! 

- No limit on number of devices or profiles you can 
link 

- Ability to remotely lock your child’s device if needed 
- Monitor their activity in a less invasive way  

- It has ads…which are distracting 
and can be annoying 

- Parental control settings and 
capabilities become limited 
once they turn 13 

Click Here 

 

https://www.youtube.com/watch?v=hfXLBLLUfmQ
https://www.youtube.com/watch?v=ipnSefFCcxo
https://www.youtube.com/watch?v=4_ZlaL7WOYY
https://families.google.com/familylink/


Safer YouTube & Internet Browsing 

 

Unless your child is planning on being a YouTube creator (not recommended anyway!) you will need to have 

your own YouTube or Google account to help manage what they can see (and are seeing!) Usually your own 

personal email account will be enough. 

IMPORTANT: You will need to repeat these steps for every device that your child will be using, as they are 

browser specific (this means it only works on that device for that web browser, such as Safari, Chrome etc) 

 

1. Turn on Restricted Mode 

- Go to youtube.com and sign into your account                                 (found top right) 

 

- Click on your account (round circle with a photo top right) and select  

 

- Toggle the slide bar so that it is now blue 

 

- Note that this only works for this browser 

 

- Sign out of your account to make sure that  

 

your child cannot change it back 

 

 

 

 

2. Restrict searches in Google 

- Go to google.com 

 

- Click on                       (found bottom right) 

 

- Click on “Search Settings” 

 

- Tick the box next to “Turn on SafeSearch”   

 

- Scroll down to the bottom and click on 

 

3. Consider Investing in Extra Protection 

- While the above two tips are good, they unfortunately can be undone by teens with even a little 

bit of tech knowledge 

- We suggest investing in some higher level protection and control for internet use (these devices 

either replace or connect directly to your current router)  

 

 

https://gryphonconnect.com https://meetcircle.com 



Instagram – Settings 
 

Unfortunately, Instagram, like Snapchat, is a little more difficult as there is no way to “lock” these 

settings on your child’s account, so they could potentially go in and change them back. It is 

suggested that you talk through with your child about why you are setting up their account this way 

(and not changing the account settings should be part of your social media contract). 

1. Make sure the account is private and secured 

 

- Tap on the           on the bottom right, then tap on          (found top right) 

 

- Tap on                        and then  

 

- Make sure the account is set to “Private” (should be blue) � 

 

  

2. Block unwanted and offensive comments 

 

- In the privacy settings (see above), tap on 

  

- You can block comments from specific people  

 

- Make sure that “Hide Offensive Comments” is blue 

 

 

3. Block unwanted tags (this helps to reduce the risk of bullying) 

 

- In the privacy settings (see Step 1), tap on  

 

 

 

4. Protect their online reputation (what they are linked to is just as important as what they 

post) 

 

- In the privacy settings, tap on  

 

 

As a minimum, this should be changed from “Everyone” 

to “People You Follow” 

 

It is also recommended that you select “On” for 

“Manually Approve Tags” � this will stop unwanted tags 

in photos or posts that may be innapropriate or 

damaging to their reputation 

As a minimum, this should be changed from “Everyone” 

to “People You Follow” 



Snapchat – Settings 
 

Snapchat is a little more difficult, as there is no way to “lock” these settings on your child’s account, 

so they could potentially go in and change them back. It is suggested that you talk through with your 

child about why you are setting up their account this way (and not changing the account settings 

should be part of your social media contract). 

1. Secure the account: make sure they can only be contacted by friends that they have added 

to their account. 

 

- In the app, tap on their profile picture top left 

  

- Tap on the settings cog wheel           which is top right 

 

- Here you will see the settings for the Snapchat account:  

 

 

 

 

 

 

 

2. Hide their number: in the settings section, click on the “My Account” section 

 

 

 

 

 

 

 

 

 

 

 

 

 

3. Check if they are using the “My Eyes Only” hidden folder 

 

- Select the icon below the camera button 

 

- Swipe all the way to the right 

 

- If the folder is NOT in use, you will see this                                                                             

(but if it is in use, you will be prompted to enter a passcode) 

The account should have these settings 

for “Contact Me”, “View My Story” and 

“See My Location”. If not, tap on each 

one to change them. 

 

Also, make sure that “See Me in Quick 

Add” is unticked 

If they have created an account with a 

Mobile Number, click on it, and untick 

the box next to “Let others find me 

using my mobile number” 



Family Pairing on TikTok 
 

1. Create your own TikTok account (you don’t have to use it!) 

 

2. To do this, download the app from the App Store or Google Play store 

 

3. When the app opens, it can be overwhelming! Just tap on              on the bottom right 

 

 

4. Click on “Sign up”  

 

5. Set up your account using whichever method you like                                

(phone number is easiest)  

 

 

6. Once your account is set up, click on the “Me” tab again 

 

7. Tap on the three dots (…) top right. 

 

8. Scroll down to “Family Pairing”, tap on it and then tap continue 

 

 

9. Select “Parent” and tap next 

 

10. Get your child to do steps 5-8, then select “Teen” and tap next 

 

 

11. Have them scan the QR code on your screen and link the accounts 

 

12. You now have control over the vital settings of their app 

 

Screen time is important. This limits 

how much time they can be on the app 

� discuss with your child a reasonable 

time limit 

You should definitely turn this on! It 

stops them being able to view 

inappropriate content, but also means 

they can’t log out of this account into a 

different one and bypass your controls! 

This just determines if they can search 

for content or not. Up to you if you turn 

it off or not, but not essential  

The most important thing is to set the account 

to private! Make sure this tab is green. 

Turn off the “Suggest your teen’s account to 

others” 

Change the “Who can comment on your 

teen’s videos” from everyone to your choice  



 

Internet and Phone Usage Contract 
 

Teenager: 

I understand that the use of internet technology is a privilege that is subject to these rules, which I agree to follow;  

TIME  

1. I will not use my phone/iPad/tablet or the internet after _____ pm or before _____ am 

2. I will stop using my phone or the internet when asked by my parents 

3. I will only use my phone or the internet at times decided by my family  

a. Gaming is restricted to weekends only during school term  

4. On weekends and the holidays, I can use technology for _______hours a day  

SAFETY  

1. I will not use my device or the internet in my bedroom 

2. I will advise my parents about any software, apps or games I am downloading  

3. I will not access over 18 content or images  

4. I will not create or share inappropriate images  

5. I will inform my parents as to which social networking, websites and gaming accounts I have  

6. I understand my parents can ask me questions and talk to me about what programs I am using and who I am 

communicating with, or connected to, on the internet  

7. I will not share any passwords with anybody except my parents  

8. I will protect my family and my identity while sharing on social networks such as Facebook (specifically 

photographs and identifying information) 

RESPECT  

1. I will be respectful of others on the internet  

2. I will not use language online that is abusive, hurtful or obscene  

3. I will follow the rules my parent/s make about phone and internet use  

4. I will not get involved in online disputes or arguments on my phone or the internet  

5. I acknowledge that the use of technology is a privilege and is separate from my responsibilities (eg. homework, 

chores, work and other commitments)  

6. I acknowledge that if the rules aren’t abided by, I may lose access to technology for a period of time  

7. I acknowledge my parents can choose suitable consequences for my failure to work within these guidelines. 

 

Parent: 

I understand it is my role and responsibility to protect, educate and empower my teenager to enjoy all of the benefits 

technology has to offer.  

1. I will remember that technology is part of my child’s life  

2. It is my responsibility to help my child if I am aware they are having a problem online  

3. I will listen and talk to my child about technology  

4. I will make sure I have rules and boundaries in place so my child knows what they can and can’t do  

5. I will be calm and grateful when my child comes to me with a problem and we will work together to resolve the 

situation  

6. I will not do more than necessary and I will maintain my child’s trust by behaving respectfully while in their online 

world 

 

Signed (teenager): __________________________________    Date: _______________ 

 

Signed (parent): _____________________________________  Date: _______________ 



 

Social Media Contract 

 

Teenager: 

� I understand the using social media is a privilege and not a right. I understand that my 

privileges may be revoked by my parent(s) or guardian(s) at any time for bad behavior, 

uncooperative behavior, or for allowing my grades to fall, or for failure to chip in and help 

with family chores and responsibilities.  

� I understand that I should never use social media to torment or harass a schoolmate, teacher, 

or any other person. I will not participate in online fights, threaten others, or encourage 

others to behave badly.  

� I understand that my parent(s) or guardian(s) have the right to review my online behavior and 

that they should have access to my password and accounts.  

� I understand that I will not use inappropriate language on social media or post photos that 

could be embarrassing to myself, my family members, friends, or classmates.  

� I understand that I should keep my parent(s) or guardian(s) informed if others are using social 

media to bully, threaten or harass me. 

� I understand that the best policy regarding social media is, "If you can't say anything nice, 

don't say anything at all." 

� I understand that I will get my parent(s) or guardian(s) permission before establishing an 

account with a social media site such as Facebook, Twitter, or Instagram. 

� I understand that bad behavior on social media could reflect poorly on me and my family. 

Parent: 

� I promise to help my child identify the pros and cons of using social media. 

� I promise that I will check my child's social media accounts on occasion to be sure that he/she 

is staying safe and behaving appropriately on social media. 

� I promise not to overreact if I see something on social media that concerns me. Rather, I will 

calmly discuss the matter with my child and work through the situation together. 

� I promise that my child may come to me at any time to troubleshoot a social media challenge, 

such as bullying, taunting, or other bad behaviors.  

� I promise that should my child break our social media rules I will enforce fair but 

firm consequences for the behavior.  

� I promise to set a good example on how to behave on social media for my child by avoiding 

profanity, mean-spiritedness, bullying, sarcastic, or other antisocial behaviors or attitudes.  

� I promise to take immediate action if I determine that my child's safety is in any way in 

question due to social media, which may include confiscating my child's phone, contacting my 

child's school or local law enforcement officials, if necessary. 

 

Signed (teenager): __________________________________    Date: _______________ 

 

Signed (parent): _____________________________________  Date: _______________ 



 

Social Media Contract 

 

1. I will enjoy it but never make it important. Social media can be really positive. It’s fun to share with friends, it’s a good 

place for making plans and it’s nice to keep in touch with people I meet.  There are so many more important things in 

my life. Five more important things are: 

• ______________________________________  

• ______________________________________ 

• ______________________________________  

• ______________________________________ 

• ______________________________________ 

2. I will think carefully about what I say on social media. I will be kind and respectful. I will talk about events and ideas, not 

people. I will not be involved in arguments. If I have an issue with someone, I will resolve it face to face, not online. 

3. I will think very carefully about the images I post of myself. Taking photographs of body parts and posing in a sexual way 

is not allowed. I cannot guarantee who will see those photos or where they will end up, even if my security settings are 

on. My emerging sexuality is perfectly normal and to be celebrated, but not shared on social media. 

4. I will not use social media during family time. My family is important. They will love me and support me for years after 

all the social media platforms and online friends have been forgotten. 

5. I will not use social media in my bedroom. I would not invite hundreds of people into my very private space in real life, 

so I will not do it online. 

6. I will turn off all technology an hour before bed because sleep is important. My brain is growing and it needs rest. I will 

be a happier and more resilient person if I am not interrupted by technology throughout the night. All technology will 

be left in a shared family area overnight for charging. 

7. I will take breaks from social media when my parents think it’s time. I understand that I might be upset about it, but I 

will also feel better after a bit of time disconnected. Sometimes it is nice to not know what the rest of the world is 

doing. 

8. I will only ‘friend’ people I have met in real life. Yes, I may get a friend request from someone my age who is friends 

with all my friends, but that doesn’t mean they know him either! I understand that people with bad intentions create 

profiles to groom people like me. 

9. I will never be involved in bullying online. Ever. If I witness bullying, or someone bullies me, I will save evidence and 

show it to an adult. 

10. My privacy settings will always be set on high. People can use clues from photographs, and the things I say, to work out 

the details of my life. What I post on social media is for friends and family only, not the whole world. 

11. I will have all the location services turned off. I understand that people can use these features to work out where I live, 

go to school and spend my spare time. It’s none of their business and it’s unsafe. 

12. I will never give my social media passwords to my friends. Although I love and trust my friends, boundaries are 

important. There are some details that shouldn’t be shared with anyone, like bank details and definitely not 

passwords. 

13. If I feel uncomfortable about anything while I am on social media, gaming or communicating online, I will log off and 

talk to one of these 3 adults: 

• ______________________________________  

• ______________________________________ 

• ______________________________________  

 

Signed (teenager): __________________________________    Date: _______________ 

 

Signed (parent): _____________________________________  Date: _______________ 
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